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Why Safety Become More And More Important
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Safety Technology
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The way towards Automated Driving

Validation and release process — challenges
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safety architecture

functional safety concept
hazard analysis  controllability analysis

failure mode and effects analysis

hardware diagnostic
coverage metrics

change management

risk assessment

Configuration
management

fault tree analysis
safety requirements

safety validation
safety goals

driving situation analysis

Safety standards like ISO 26262 require to perform multiple analysis methods in a consistent, thorough manner

© 2017 ANSYS, Inc. June 27, 2018 ANSYS Confidential




ISO 26262 Standard

H ISO 2626225
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ANSYS Position In ISO 26262
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Realize Your Product Promise®

ANSYS MBD for Functional Safety




Tell You WHY From Safety Perspective

m What activities are executed in FuSa process
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Model Driven and Integrated Safety Tooling
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ANSYS medini for Model-based Safety Analysis
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Safety Activities in Whole Development Process
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ISO 26262 FuSa In Conception Stage
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ISO 26262 FuSa In System Development
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ISO 26262 FuSa In Detail Design Stage
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H{ESEZIEETE (Checklist)

K2
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Checklist

type filter text

Task/Requirem ent

Related Artifacts

Checked

Checked ‘By Date of Check | Note Description

= Perform HARA

Organize HARA tables.

Organize Safety Goals

= Create Funclional Safely Concept
G Create Preliminary Architecture

Add supporting functions

Add malfunctions and Failure
Modes

= Perform FMEA

FRIPAMIME: TNE &AL S FI0EE

R5HEEEESRER (SVN, ClearCase,
PTC Integrity3)

medini analyze

[= [ 5 ]

File Edit Traces

m

) SVM Repositories &2

= Sample 24
T REVISIONS

Report Navigate

a [ files///C:fbom/projects/analyze/Workshop/Repesitory

» [ http://svn.ik-intern local/svn/codebase/medinidnalyze/trun|

Search Window Help
B |

= e

L]

[ SVN Repository Browser | (5] History 53

Revision Date
] 4 9/28/16, 2:18 PM
] 9/28/16, 1:20 PM
02 9/28/16,1:19 PM
) 1 9/28/16,1:19 PM
‘

a hazard entered|

4 (& ROOT
Sample_2/failures

Name

Analysis

&
Hiles///Ci/born/projects/analyze/Workshop/Repository/Sample 2

=
& SVN Properties =]
& '\E" =2 80 h{ﬁ‘ Bg -
Changes Author Comment =
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i S

Path B Copied From

[E® _tGOS8HmoEeaBSIBK. .

[C8 _t60S8HMOEeaBSBK...

My Perspective
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) Cyber Security ||k SYN Repository Exploring | © 47 ~
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A Dynamic Constraints v w
Eﬁm ID Eg Constraint categories: Select constraints to enable:
[¥] Analyze Dynamic Constraints 0104 %
0105
0106
0107

[ | iégﬁﬁ (Va I i d a ti on ) Constraint ID: 0107. .

This constraint has error severity and executes in batch {on-demand) mode.

v @g1 07%%"%%%1% , E_ﬁj:%j:rﬁ Ch?cfcs::\ir:‘tei:; each part number is uniquely allocated to a single type
TR p—

Description

= @ Errors (101 items)
System Design:Technical Safety Architecture:TSC for

@ Port ESLStatus : CAN is not traced with a simulink port 0001 ESLAESLESL ECUSESL MicrosESLStatus

[Report] Run Navigate Search Window Help o The failur rate distribution percentages for the falure modes of Port o/ System Design:Technical Safety Architecture::TSC for
ESLStatus : CAN do not add to 100.0%. Value is: 0.0 ESL:ESLAESL ECUZESL Micro:ESLStatus

@ Port SensorSuppl : 3.5V is not traced with a simulink port 0001 System Design:Technical Safety Architecture::TSC for

ESL:ESL:ESL ECUSESL Micro::SensarSuppl
The failure rate distribution percentages for the failure modes of Port 0024 System Design:Technical Safety Architecture:TSC for
SensorSuppl : 3.5V do not add to 100.0%. Value is: 0.0 ESL:ESL:ESL ECUSESL Micro:SensorSuppl

System Design:Technical Safety Architecture:TSC for

@ Port EN : HWSig is not traced with a simulink port 0001 e SR i

The failure rate distribution percentages for the failure modes of Port System Design:Technical Safety Architecture:TSC for

0024

L o EN : HWSig do not add to 100.0%. Value is: 0.0 ESLLESL:ESL ECUSESL MicronEN
able Export Wizare e i i =
@ Port Open : HWSig is nat traced vith a simulink port 0001 :gjgj‘;;yg-cgﬁgmgjzf?gpgghmwe Sl
Format = The failure rate distribution percentages for the failure modes of Port | oo System Design:iTechnical Safety Architecture:TSC for
Conﬁgure the report format to be generated = Open : HWSig do not add to 100.0%. Value is: 0.0 .ESL::ESL::ESL ECU:ESL Micro:Open
|mBm] @ Port Close + HWSig fs not traced with a simulink port = System DesigriTechnical Safety ArchtectureiTSC for i
Target file: C:\Users\jiaweizhou. HIRAIN'Desktop\111.pdf Browse... |

B | Genorate Gustom Reporks "] Overwrite existing target files without any further notice . Em;ﬁi G E n E rat E R E : rt

Format Selection n

@) Portable Document Format (.pdf)

MS Excel (xlsx) ~
+ N7
S vrd o v 3x#FPDF/Word/Excel/HTM L& 3 1
“ HTML (html)
e S U EBEENTARSER (DRFE
THE B —IAN

Page Setup m

Page format: A4 i& /\ }'L—\‘— A\

o v TP IEX) Ay

| Use report template settings
< Back Next = Cancel
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PAS 21448 (SOTIF)

- 1SO 262625 R FFRBFHAERAXRUS EHNIREME
- PAS 21448 (SOTIF) &iIRFHRIMEMFFRHIEIES R EME, BFE:

- DIREE S EMIERRIISHIIT A% 2I8ET];
- JReEE—EREIT

System

Triggering
event

(including behavior

misuses)

Occurrence over

the operating
lifetime

—

behaviour Hazardous
Event

Reactions of the

Operational
situation

Probability of
exposure

(driver , other vehicle
occupants or other
infrastructure users;
including misuses)

Controllability

Severity

Legend:
——Pp causality

Evaluated characteristics

393

v
¥

Ouputs:
SOTIF hazardous events (leading to credible harm)
& acceptance criteria (VEV targets)

&

OTIF guidance to avold unreasonable risk caused
by known and unknown use cases

394 Figure 10: SOTIF risk identification and evaluation
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460

461

462

463

464

465

466

467
468

469
470

Triggering events related to algorithm:

An analysis of triggering events related to algorithms is used to determine:

SOTIF risk improvement methods and measures according to Clause 8.3;

- decision algorithm verification according to Clause 10.3; and

validation of functionality according to Clause 11.
The analysis considers categories such as:

- environment and location;

- driving Situation;

- driver behaviour (including driver misuse);

- (Expected) behaviour of other drivers/road users;
- unusual traffic situations; and

- algorithm limitation.

NOTE: The identified limitations are included in the list mentioned in Clause 5.

EXAMPLE: a construction site, an accident, a traffic jam with emergency corridor, driving thi
can all be considered as unusual traffic situations.
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System Design (1/2)
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System Design (2/2)
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Spread Sheets | . pno traceability

* double work

* redundant data

* no round tripping

* tons of manual confirmations
* noautomation in case of changes
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Well integrated with ANSYS FuSa Products
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ANSYS MBD Process for Safety & Critical Software (1/2)

B Strong focus on software engineering compliance with industry
SW safety standard

mussp  Traceability, 100% coverage

|:> Reviews of artifacts, results

4-7 System design
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ISO 26262: Software Level of Product Development

B 1SO26262HRAR R EK

Table 3 — Informal verification of software safety requirements Table 6 — Error detection at software architecture level

Methods and Measures According ASIL Methods and Measures According ASIL

to req. & 5 & & to req. A B c D
1a |Inspection of software safety requirements? 54.11 ++ | ++ | ++ | ++ ||1 |Plausibility check? 6.4.17 il il s W
1b | Walkthrough of software safety requirements 54.11 ++ + 0 o ||2 |Detection of data errors® 6.4.17 + + HE | o
1¢  |Model inspection 54.11 ++ ++ ++ ++ 3a |External monitoring facility 6.4.17 [¢] + + ++
1d |Model Walkthrough 54.11 ++ + 0 o 3b | Control flow monitoring 6.4.17 o + ++ ++
@  The software safety requirements need to be informally verified by an appropriate combination of methods 1x). This 3c | Diverse software design® 6.4.17 o 0 + ++
combination typically depends on the applied methods and measures for specifying software safety requirements (see
IS0 26262-8, Table®1). 3d | Series inhibits? 6.4.17 o 0 + ++

Table 12 — Design principles for software unit design and implementation Table 16 — Functional software unit testing
Methods and Measures According AsIL Methods and Measures According ASIL
toreq. Al B | c | oD to req. Alsl el
1 |One entry and one exit point in subprograms and functions @ 743 + + ++ ++ 1 Requirement-based test? 843 + ++ PR
2a |No dynamic objects or variables® P 743 + ++ ++ ++ 2a |Software unit interface test? 843 T+ =+ =+ +4
2b | Online test during creation of dynamic variables: 743 + ++ ++ ++ 2b  |Model-based testingb 843 ++ ++ ey ++
3 |Initialisation of variables? 743 ++ | ++ |+ | ++ | [37 [Faul injection test i WO U (TR
4 |No multiple use of variables? 743 + ++ ++ ++ 4 |Eror guessing testt 843 ¥ + i 3
5 |Avoid global variables or justify their usage? 743 ¥ ¥ e ik 5 |Equivalence class test based on input domain partitions 843 + + ++ |+
6  |Limited use of pointers? 743 0 + + ++
7 |No implicit type conversions? ¢ 743 + ++ + |+ Table 21 — Software safety acceptance testing
8 |No hidden data flow or control flow 743 + ++ ++ ++ Methods and Measures According ASIL
9 |No unconditional jumps® ¢ ¢ 743 | | | to'req: A B c D
10 |No recursions? 743 + ++ ++ ++ 1 |Tests of software safety requirements? 10.4.4 £ ++ ++ ++
Table 17 — Structural coverage 2 |Testinterface? 10.4.4 i + + +

Methods and Measures According ASIL 3a |Hardware-in-the-loop tests® 1044 i w| | R

toreq. A B c D 3b | Tests within the electronic control unit network®: 9 10.4.4 O] H | HE |+
1 |Statement coverage® b ¢ € 8.4.3 BE | W | K * 3¢ | Tests in the test vehicle® 10.4.4 | A | |+t
2 |Decision coverage b © 843 + ¥ | o+t
3 MC/DC (Modified Condition Decision Coverage), conditions|8.4.3 + + + ++

affecting the decision P ¢ d

4 |Model coverage © 8.4.3 ++ | ++ ++ | 4+

g il
1
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ANSYS MBD Process Help for 1ISO 26262 ASIL C & D Application
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N Deciease the number
! of late errors Reducsion of

[ delays and

\ Automatic test generation costs

Test replay
correction b
Fusion of el (
validation Unitary & integration

acification & design |« simutation testing

at model level

{EJEE‘JFF&‘M

Lale delectlon of errors

Product Snvicn
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No. Z10 16 11 55460 008

Holder of Certificate: ~Esterel Technologies
148 15, Place Georges Pormpidou
78180 Montigny-e-Brotonneux
FRANCE

Factory(ies): s5460

Certification Mark:

Product: Software Tool for Safety Related

Development

Model(s): Code Generator SCADE Suite KCG 6.6

Parameters: The code generator, ciassified as T3 offine support lool
according 1o IEC 61508 and EN 5012, is quaified for the
use in safely-related software development according to
IEC 61508, EN 50128 and ISQ 26252.
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The report EMS0205C is a mandatory part of this cerlficate.
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according to:

IEC 6150812010 (SIL 3)
IEC 6150832010 (SIL 3)

- BN s01za2011 (S 34)
v % W 150 76062-8.2011 (A8 )
«_detection -
Delay tor < The product was tested on a voluntary basis. :mﬂ m'“[lhes W\m ihe essential YEQAMEWENS The
dieiancr amaciice PEB  certicaton mar snown sbovecan be sffxed on e product.
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y [ Test report EMS0205C
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8.3 State machines

State machines offer the most elaborate com|
state machines extends the conditional blocl
orizing extra expressions. In this case, the

whose states contain the needed informatio]
between states, weak or strong, that influen)

8.3.1 State machines

The specification of a target in a state machine is valid if the identifier refers to the name of a state accessible
from the current state machine.

A prog; gscope; lscope & scope;
forks

if e do scope; fork
prog; gscope; lscope; state_names & elsif ez do scope fork,
else do scope,, fork,

Vi & [1,n), prog; gscope; lscope

wose Vi & [Lin], prog; gscope; lscope; state_names
Vau Fonk Dicisiox

A fork is valid if all the guards, scopes and subforks are valid.
prog; gscope; lscope - e prog; gscope; Lscope & scope

s prog; gscope; Lscope; state_names & fork

prog; gscope; lscope; state_names - if e do scope fork
A transition is valid if the guard, the scope and the fork part are valid

prog; gscope; Uscope; state_names © tr_strong
prog; gscope; Lscope - scope

prog; gscope; Iscope U sig_vars(scope); state_names & tr_weak

ars(scope); state_names & tr_synchro

) prog; gscope; scope U sig._-
(VaLID StatE)

state id unl

tr_strong

og; gscope; o; state_names ;
prog; gacape; lscope; state_name scope until tr_weak synchro tr_synchro

state__machine

state__decl

automaton [ | { state_decl }

[ initial ] [ final ] state o
[ unless { transition ; }+ |
dute_def
[ until { transition : }

[ synchro [ actions ] fork ;

Static Semantics




ANSYS MBD Process Help for 1ISO 26262 ASIL C & D Application

m ANSYS MBD
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ANSYS MBD Process Help for 1ISO 26262 ASIL C & D Application

B ANSYS MBD process
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wvoid Button ABC N(inC Button ABC N *inC, outC Button ABC N *outC)

N:Button:=SM1:5SM SM1 dispatch sel %/

£eABC
SSM Button SM1 ST SSM_SM1_dispatch sel;

if (outC->init)

outC->init = kcg_fal
SSM_SM1_dispatch

else
SSM _SM1 _dispatch sel = outC->M pre ;

Ise;
sel = SSM_SM1_Unselected_ ABC_N;

switch ESSM SM1_dispatch selh(
case SSM_SM1_Locked ABC N :
outC->foreground = white ABC N;
outC->background = green ABC_N;
if (inC->Unlock) =
outC->M pre_=5SM SM1 Preselected ABC N;
else
outC->M_pre_ = SSM_SM1_Locked_ABC N;
break;
case SSM SM1_WaitUnlock ABC N:
outC->foreground = black ABC N;
outC->background = grey ABC N:
if (inC->Unlock) U
outC->M_pre_=SSM _SM1_Unselected ABC N;
else
outC->M_pre_ = 5SM_SM1 WaitUnlock_ABC N;
break;
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3. MISRA-C:2004 RULES ANALYSIS
This section presents the Analysis of the MISRA-C:2004 rules.

»
»

RS

=R SER!

Ueveiopment

FFEMISRA-CHRAZH

3.1. ENVIRONMENT
1.1 (req) All code shall conform to IS0 9899:1990 "Programming languages -
c”, amended and corrected by 1SO/EIC/9899/COR1:1995, ISO/EIC
9899/AMD1:1995, and ISO/EIC 9899/COR2:1996.
2.3. RESULTS SUMMARY AND SAFETY ANALYSIS
Anall This section presents the summary of Analysis results using the code generated by SCADE
The scapg,  SUite KCG 6.4.
that are pro
These direct
o Liter Compliance Number of rules
+ Pragl Full 99
Derivable 16
Configurable 12
Partial 3
External 3
None 6
Not Applicable 2

Table 2: Compliance results

Note that some rules are only violated in imported code of the analyzed test cases: it has been
verified that this is only due to the imported code and compliance is considered as full.
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Compliance With Automotive Standard (1/3)

B ANSYS ATUOSAR solution for application layer
v’ Description of SWC on VFB Level
v’ Description of SWC on RTE Level
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ReguiaterSWC Sencore Votse.c

* A e AUTOSAR
) > @ Types SWC Element So— T
SCADE Architect Automotive Package ) sclc fesgrsion Flesse

R R ——
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Compliance With Automotive Standard (3/3)

BSupport Fixed Point Library

v Types and constants in base 2, base
10, or range encoding

= Ibfp
=1 libfp
E-E3 Types
© Ti3zb3o

F TuiBb2

v’ Comparison, arithmetic and cast & Operers

operators

1-2 Constarts

NGRS

223 libfp_imported
-3 Types
@-73 util

I Ti3Zm1_to_100

Specify the name of the type otherwise a default name is created

[ ne liorary> | enewlibrary> etp / Specify the constants in this editor
Types i Consterls” hetween ; or carriage return
CETIV I Nome Tintl F\-J,H‘/ ! 8
Base Ty intl - " "
o L0 “—— Select from the list the integer base of
Encading Binary

Scaling Factor (2°n). 5 3

i

Specify n (binary / decimal encoding)
or the range between [, ] (range
encoding) to define the Scaling Factor

"\ the new type: uintxx, intxx

Select from the list the encoding of the new
type: binary, decimal or range

Click Delete to remove an Click Generate to create the library

«— existing type

New Delete
Waming: 32 bitfixed pointtypes require 64 bitinteger support for infernal computations
Floating-point conversions [Generate | [ Cancal |

Check it to generate cast operators for floating point conversions

m Support ASAM MCD-2 DC Standard

v’ Option for ASAM MCD-2 MC characteristics, calibration vector and measurements

v’ Generate ASAM MCD-2 MC file, including A2L file and the declaration of the

variables of the

calibration vector structures

1 Code Generator | KCG bt |

Optimizations | Configuration | Compiler I Build i

General | Expansion ‘ Code Integration i_[_)._gEng_|

1 None

() Target

- General

- Declaration

- Clock

~Comment

- Mote

~KCG Pragmas

- ASAM MCD-2 MC
Simplorer

- Traceability

[T ASAM MCD-2 MC Measurement

Long Identifier |

Type: ~ | Conversion. NO_COMPU_METHOD -
Resoion: [ |
Lower Limit: I:l Upper Limit ‘ |

Display Format: I:l Accuracy ‘ |

@ Adaptor

Simulator
Asam mco-2mc .

I:‘ MTC Instrumenter Wrapper L4
[] MTC Instrumenter Wrappers6 >

Other extensions: -

[7] Userprovided sensors declaretion

Peridici
ey Penod: Offset: Unit:

| From root operator - n/a néa n/a

| heb

[ ok ][ Cancel
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Completed MBD for Automotor E/E System
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